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THE ROI OF REALTIME RISK ALERTS

Real-time risk alerts impact
everyday activities that
directly benefit the bottom
line in measurable ways.

Most security professionals would agree that knowing the
instant an employee is exhibiting warning signs is an essential
part of keeping a company safe. Despite the obvious benefits
of real-time risk alerts, it can be a challenge to quantify what
seem like unquantifiable intangible benefits.
It’s true that real-time risk alerts will protect a company
against the types of catastrophic workplace violence that
make the news, but they also provide a number of benefits
that impact every day operations in ways that directly benefit
the bottom line.

This ebook provides a framework for quantifying the benefits
of real-time risk alerts, as well as its costs. The benefits are
based on actual feedback from Endera clients and supported
by third-party research and statistics.

Real-time risk alerts provide better protection
and cost less than an annual post-hire screen.
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WHAT ARE
REAL-TIME RISK ALERTS?
Real-time risk alerts are not background screens. They are not
periodic in nature, they do not generate reams of data that
violate employee privacy, and they are not geographically limited
in scope.
Real-time risk alerts are new to the private sector and are made
possible by a system that continuously monitors an aggregation
of thousands of publicly available federal, state, and local data
feeds detailing criminal, civil, licensing, permit, and sanction
databases nationwide.

Real-time risk alerts provide 24/7
monitoring to close the security gap that
occurs after pre-hire screening.

Employers have full control over the types of events for which
they choose to be alerted. Monitoring occurs 24/7,
and
employers only receive alerts when there is an issue. The result is
24/7 real-time protection without any increase in administrative
overhead.
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1

REDUCE
EMPLOYEE TURNOVER

SAVE

$60K

Replacing an employee costs
50%-75% of their annual salary.

PER EMPLOYEE

Source: SHRM

A typical initial reaction by executives is that real-time risk alerts are just a means
for firing people. In practice, Endera has found that real-time risk alerts save jobs
and money. According to Gartner, 80% of workplace insider threats start with
pressures and behavior exhibited outside of work.
Real-time risk alerts enable employers to intervene before external behaviors enter
the workplace and force employers to terminate. The notion that employees “just
snap” is not supported by reality. Instead, pressures build in an employee’s
personal life over a series of months before seemingly suddenly spilling over to
their work life. These external pressures are often visible in public records.

Employers that move quickly to address and help employees cope with external
pressures are better able to avoid workplace issues and retain their workers.
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AVOID
LOST REVENUE
SAVE

$160K
PER EMPLOYEE
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Including lost productivity can drive
the cost of replacing an employee up
to 90%-200% of their annual salary.
Source: SHRM

As expensive as replacing an employee is, the real cost for organizations is lost
revenue and productivity. If your organization requires employees to provide a
service to clients, then every missing employee means fewer billable hours or
more time to complete fixed bid projects.
Recovering from a lost employee is also not as simple as hiring a new worker. It
may take a new employee one to two years to reach the productivity of an
existing person. Turnover also impacts the morale and productivity of workers
left behind and new employees require more training, managerial oversight, and
are more likely to commit errors that are costly to correct.

Identifying at-risk employees and providing assistance to help them stay
productive is a benefit that helps both employees and employers alike.
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3

STOP FRAUD & THEFT
BEFORE IT OCCURS

SAVE

5% of

The typical organization loses 5%
of its revenue to fraud each year.

ANNUAL REVENUE

Source: Association of Certified Fraud Examiners

According to the Association of Certified Fraud Examiners, the average
cost of a fraud event is $140,000, but 20% of the losses they studied
exceeded $1 million. The frauds lasted an average of 18 months before
being detected.
The worst aspect of fraud and intellectual property theft is that
recovering from losses is almost impossible. This is why it is critical to
monitor the external behavior of employees to look for the warning signs
and act to restrict access before damage is done.
The fraud triangle, created by noted criminologist Donald Cressey, shows
that the three elements required for occupational fraud is pressure,
opportunity, and the ability to rationalize the crime. Pressure usually
comes from personal relationship and financial issues that are invisible to
companies unless they monitor external data.
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SLASH
OVERHEAD COSTS
INCREASE
EFFECTIVENESS

by 365X
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For each employee, 365 days
of real-time risk alerts cost
less than 1 post-hire screen.

According to Endera’s Annual Insider Threat Executive
Survey, the overwhelming majority of executives want
to know about warning signs in their employees’ lives
outside of work. However, only about 20% of
organizations conduct post-hire background screens,
and those that use them do so sparingly.
A primary reason for the above gap between
executives’ wishes and reality is both the cost of
periodic screens and the administrative overhead
involved with reviewing reams of reports.
Real-time risk alerts provide superior real-time and
nationwide coverage, and they do so via a fully
automated, zero overhead delivery model.
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MITIGATE
LEGAL RISKS

AVOID A

$1 MILLION

The average negligent retention
suit costs an employer $1 million.

SETTLEMENT

Average of multiple sources

When a employee hurts or damages a client or co-worker,
the employer is at risk of a negligent retention lawsuit if the
damaged party can prove that the employer should have
known that the employee was a threat. One of the first tasks
for any plaintiff’s lawyer is to run a background screen on
the employee. If that screen returns any warning signs, then
those findings will be used against the employer whether the
employer knew or not.
Negligent retention lawsuits are very expensive. Real-time
risk alerts give employers the chance to see the warning
signs before an employee act results in violence, brand
damage, and negligent retention settlements.
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REAL-TIME
RISK ALERT COSTS
IMPLEMENTATION:

LICENSE COSTS:

Real-time risk alerts can be
implemented in 1-day, there are
no setup charges.

Real-time risk alerts cost less
than a cup of coffee per month
per employee covered.
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REAL-TIME
RISK ALERTS
AN OVERVIEW OF HOW MONITORING
EXTERNAL DATA WORKS
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HOW REAL-TIME
RISK ALERTS WORK
No IT Implementation ● No Maintenance Burden ● No Increase in Expenses

Load employee roster into Endera

Endera provides 24/7 scanning
of 20,000 external sources

Receive real-time alerts for
investigation and to improve
internal monitoring systems
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WHAT TYPES OF EVENTS
ARE MONITORED?
REAL-TIME RISK ALERTS CAN EVALUATE MUCH MORE THAN
CRIMINAL DATA AND EMPLOYERS HAVE FULL CONTROL OVER
WHICH DATA SOURCES THEY USE.

CRIMINAL

CIVIL

FINANCIAL

LICENSES

• Warrants

• Bankruptcy

• Assets

• Bookings and
Charges

• Liens

• Deeds

• Professional
Licenses

• Foreclosures

• Business Status

• Trial and
Convictions

• Judgements

• Sex Offenders

GLOBAL
COMPLIANCE
• Sanctions

• Healthcare
Licenses

• Exclusions

• Specialty
Services

• Watch-Lists

• Disbarments
• Most Wanted
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4 MAJOR BENEFITS OF
REAL-TIME RISK ALERTS
1

2
3
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ACCURACY, BREADTH AND DEPTH OF DATA
100% matching accuracy, federal plus state and local data from all 50 states,
thousands of criminal, civil, and sanction data sources

REAL-TIME LEARNING
Real-time risk alerts are sent to clients the instant they are made available by the
origin source

EASE OF DEPLOYMENT AND USE
No IT resource requirement and the average time to deploy Endera in an
organization is 24 HOURS.

ENHANCED EMPLOYEE PRIVACY
Employers can choose which data sources they monitor, so they only see alerts
pertinent to an employee’s job and everything else remains private
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ABOUT
Endera provides the industry’s first automated, real-time risk alert platform. Endera scans more than
20,000 federal, state and county public data sources to proactively alert organizations to potential
high-risk individuals within their workforce.
Our secure, easy-to-use, cloud-based platform, is available as an identity-based, monthly subscription
service, accessible from any web browser without any software for IT to install. Originally developed for
the federal government to help the FBI, post 9/11 and subsequently for the Department of Homeland
Security, Endera helps organizations detect and reduce insider risk and prevent potential workplace
fraud before it occurs.

Want to see exactly how Endera can help protect your
employees and your brand? Join us for a personalized demo:

https://endera.com/live-demo/
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