KEEPING
YOUR COMPANY

SAFE
HOW TO USE EXTERNAL DATA
TO FIGHT 5 TYPES OF EMPLOYEE RISK

THE 5 TYPES OF
EMPLOYEE RISK

Organizations have a choice
between proactively mitigating
employee risk or managing the
chaos of unchecked risk.

Physical Safety Risk

Company Reputation Risk

Intellectual Property Theft Risk

Compliance Status Risk

Legal Risk
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THE POTENTIAL IMPACTS
OF EMPLOYEE RISK
ALL RISKS ARE NOT EQUAL, PRIORITIZATION MUST BE
BASED ON POTENTIAL IMPACT TO THE BUSINESS.

RISK

IMPACT

DESCRIPTION

PHYSICAL SAFETY

HIGH

A fundamental promise made
to all employees and clients

REPUTATION

HIGH

Reputation drives revenue and it can
be destroyed by a single bad act

INTELLECTUAL PROPERTY

HIGH

The key to competitive advantage,
its loss is irreversible

MODERATE

Depending on industry, compliance
is required to operate

LOW

A cost of doing business, but steps
should be taken to mitigate

COMPLIANCE

LEGAL
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EMPLOYEE RISKS
MITIGATED BY
EXTERNAL DATA
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PROTECT
EMPLOYEES

According to the National Institute for Occupational Safety and Health, more than 2
million acts of workplace violence occur every year. Most companies rely on supervisors
to look for warning signs that an employee is a potential threat.
However, what if a supervisor fails to see the warning signs? What if an employee
frequently operates alone, outside of the supervision of a manger? What if the warning
signs never make it into the workplace until violence suddenly erupts?
For example, if an employee files for a restraining order against a significant other, it’s
important for an employer to know so they can restrict access. Nearly 33 percent of
women killed in U.S. workplaces between 2003-2008 were killed by a current or former
intimate partner. This is just one example, there are many others. Supervisors alone
cannot possibly keep employees and customers safe.

Without external data employers are blind to pressures
and threats that originate in employees’ personal lives
but lead to workplace violence.
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PROTECT
COMPANY REPUTATION

2

An organization’s ability to succeed and grow is directly related to the quality of its
brand and reputation. Given a choice, customers will never choose a company that
they don’t trust. Reputational risk is heightened by the fact that a single negative
employee act can sabotage years of positive hard work.

Everyone can probably name a handful of high-profile incidents that made the press
and destroyed brands, but bad acts don’t have to make the press to sink a business.
It’s wishful thinking to believe that bad news doesn’t travel quickly via word of mouth.
Lost revenue is not the only concern, a study from Corporate Responsibility Magazine
found that companies with negative reputations had to pay 20% or more for talent
than companies with a good reputation. Public exposure of criminal acts was listed as
the most harmful to an organization’s reputation.

The marketplace has zero tolerance for criminal employees.
Evaluating external data lets companies act before
employees bring criminal activity into the workplace.
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SAFEGAURD
INTELLECTUAL PROPERTY

Intellectual property is the life blood of most organizations and it’s loss can be
devastating to an organization’s ability to compete and win. It is also impossible to
repair, once information is in the public domain it is there forever.
This is why it is critical to evaluate the external behavior of employees to look for the
warning signs and act to restrict access before damage is done. People who take
intellectual property do not typically act impulsively and without reason.
The fraud triangle, created by noted criminologist Donald Cressey, shows that the
three elements required for occupational fraud is pressure, opportunity, and the
ability to rationalize the crime. Pressure usually comes from personal relationship and
financial issues that are invisible to companies unless they evaluate external data.

“About 80% of insider threats can be caught
using rules and monitoring employees’ behaviors
and the pressures they face in their personal lives”
- Avivah Litan, Gartner
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MAINTAIN
COMPLIANCE
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Every year more and more regulations are created that
increase the compliance burden on organizations. Preparing
for and meeting these standards are not optional and noncompliance can result in fines or even the loss of business.

Companies have to know with certainty that their employees
and operations are in compliance with all licensing and
regulation requirements at all times. They also have to find
some way of ensuring compliance without spending a fortune
on a manually intensive process.
Real-time evaluation of external data is ideal for enforcing
compliance. The process is fully automated, and companies
are proactively alerted the instant there is an issue.

Real-time evaluation of external data is
the only way to know the instant an
employee is no longer in compliance.
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MITIGATE
LEGAL RISK

There are legal aspects to all of the previously listed risk types, so
reducing those risks also reduces overall legal risk. Often a safety
or criminal employee incident will result in a negligent retention
lawsuit which cost companies over $1 million on average.

One common question is whether evaluating external data
increases the possibility of a wrongful termination suit. The fact is
that after billions of screens, the use of Endera’s risk alerts have
never resulted in a single lawsuit. Click to learn more here.
More importantly, the cost to settle the average wrongful
termination suit is $40,000. This pales in comparison to the costs
of workplace violence, damaged reputations, lost intellectual
property, non-compliance, and negligent retention settlements.

The number one priority of every company
must be to keep it’s employees and clients safe.
Monitoring external data keeps companies safe
while greatly reducing legal risk.
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REAL-TIME
RISK ALERTS
AN OVERVIEW OF HOW EVALUATING
EXTERNAL DATA WORKS
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WHAT ARE REAL-TIME

RISK ALERTS?
Real-time risk alerts are new to the private sector. They
allow employers to receive alerts the instant an event in an
employee’s outside life poses a potential threat to the
employer, co-workers, and customers.

KEY ADVANTAGES OF
REAL-TIME RISK ALERTS
•
•
•
•
•

Stops insider threats BEFORE they act
Provides 24/7 post-hire protection
Rapid implementation
Easy to use and maintain
Defensible legal, audit trail

The aggregation and 24/7 access of thousands of publicly
available federal, state, and local data feeds detailing
criminal, civil, licensing, permit, and sanction databases, has
made real-time risk alerts possible.
In the event that negative activity is detected, employers
receive comprehensive, real-time alerts that can be used for
further investigation.
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HOW REAL-TIME
RISK ALERTS WORK
No IT Implementation ● No Maintenance Burden ● No Increase in Expenses

Load employee roster into Endera

Endera provides 24/7 scanning
of 20,000 external sources

Receive real-time alerts for
investigation and to improve
internal monitoring systems
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WHAT TYPES OF EVENTS
ARE EVALUATED?
THE EVENTS BELOW ARE JUST A SAMPLE. COMPANIES CAN CHOOSE
TO EVALUATE VIRTUALLY ANY PUBLICLY AVAILABLE DATA SOURCE.
CLICK HERE TO SEE MORE DATA SOURCES.

CRIMINAL

CIVIL

FINANCIAL

LICENSES

• Warrants

• Bankruptcy

• Assets

• Bookings and
Charges

• Liens &
Judgements

• Deeds

• Professional
Licenses

• Trial and
Convictions

• Foreclosures

• Sex Offenders

• Large Assets

• Business Status

GLOBAL
COMPLIANCE
• Sanctions

• Healthcare
Licenses

• Exclusions

• Specialty
Services

• Watch-Lists

• Disbarments
• Most Wanted
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4 MAJOR BENEFITS OF
REAL-TIME RISK ALERTS
1

2
3

4

ACCURACY, BREADTH AND DEPTH OF DATA
100% matching accuracy, federal plus state and local data from all 50 states,
thousands of criminal, civil, and sanction data sources

REAL-TIME LEARNING
Real-time risk alerts are sent to clients the instant they are made available by the
origin source

EASE OF DEPLOYMENT AND USE
No IT resource requirement and the average time to deploy Endera in an
organization is 24 HOURS.

ENHANCED EMPLOYEE PRIVACY
Employers can choose which data sources they monitor, so they only see alerts
pertinent to an employee’s job and everything else remains private
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ABOUT
Endera provides the industry’s first automated, real-time risk alert platform. Endera scans more than
20,000 federal, state and county public data sources to proactively alert organizations to potential
high-risk individuals within their workforce.
Our secure, easy-to-use, cloud-based platform, is available as an identity-based, monthly subscription
service, accessible from any web browser without any software for IT to install. Originally developed for
the federal government to help the FBI, post 9/11 and subsequently for the Department of Homeland
Security, Endera helps organizations detect and reduce insider risk and prevent potential workplace
fraud before it occurs.

Want to see exactly how Endera can help protect your
employees and your brand? Join us for a personalized demo:

https://endera.com/live-demo/
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