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WORKERS

KNOW THE INSTANT
AN EMPLOYEE BECOMES A THREAT

CONTINUOUS
WORKFORCE
MONITORING

All employees represent a

FOR HEALTHCARE

transferred directly to patients.

potential risk to employers,
but in Healthcare the risks are

For providers of in-home medical services, hospice care, retirement
housing, or other healthcare services, earning the customer’s trust is
a prerequisite to providing care. Patients are literally entrusting their
lives to strangers.

Violation of a patient’s trust can be catastrophic for healthcare
organizations. A single incident can destroy a brand and cost
millions in legal fees. Yet every day healthcare employees enter

patient houses, handle drugs, and deliver vital care without manager
supervision or recent background screenings.
Continuous workforce monitoring, which provides automated realtime screening of an entire workforce, continually provides
employers a way to stop insider threats before they act. Recent
advancements in technology have made continuous workforce
monitoring possible, cost efficient, and easy to implement for
healthcare providers. This ebook will explain how.
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WHAT IS CONTINUOUS
WORKFORCE MONITORING?
Continuous workforce monitoring is new to the healthcare
sector. It allows employers to receive real-time alerts whenever
an event in an employee’s personal life poses a potential threat
to the employer, patients, and co-workers.

Continuous workforce monitoring provides
real-time alerts to close the security gap
that occurs after pre-hire screening.
The aggregation and 24/7 access of thousands of publicly
available federal, state, and local data feeds detailing criminal,
civil, healthcare licensing, permit, and sanction databases, has
made continuous workforce monitoring possible.
In the event that negative activity is detected, employers
receive comprehensive, real-time alerts so they can conduct
further investigation.
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WHY CONTINUOUS
WORKFORCE MONITORING?
Nearly all healthcare providers agree that pre-hire background screenings
are a smart thing to do. Doesn’t it then make sense to do continuous
checks post-hire, when it matters most? It’s no surprise that in a recent
survey, 88% of C-Level executives expressed interest in continuous
monitoring to fight insider threats. This is especially true in healthcare
where any employee risk is transferred directly to vulnerable patients.

KEY ADVANTAGES OF CONTINUOUS
WORKFORCE MONITORING
•
•
•
•
•

Stops insider threats BEFORE they act
Provides real-time alerts
Rapid implementation
Easy to use and maintain
Defensible legal, audit trail

Healthcare workers have access to valuables, drugs, and sensitive data,
and the potential cost of an insider threat is greater than in any other
sector. This combination of factors creates a zero-tolerance environment
where only continuous workforce monitoring can provide 24/7 assurance
that no employees are exhibiting warning signs.

STOP INSIDER THREATS:
Continuous workforce
monitoring stops insider
threats BEFORE they act.
TWEET THIS
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SCREEN
MORE THAN
4.5 MILLION
PEOPLE DAILY
The early origins of continuous workforce
monitoring started with efforts to help the FBI
monitor domestic terrorism threats post 9/11. In just
the past few years, hundreds of new data sources
have come online and been integrated into an
automated alert system.

Continuous workforce monitoring
brings cutting edge intelligencebased technology to the fight
against insider threats in healthcare.
Continuous workforce monitoring is no longer
limited to government agencies. It represents a new
and powerful tool for healthcare providers to fight
insider threats, reduce liability, and increase revenue.
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HOW CONTINUOUS WORKFORCE
MONITORING WORKS?
No IT Implementation ● No Maintenance Burden ● No Increase in Expenses

Load employee roster into Endera

Endera provides 24/7 scanning
of 20,000 external sources

Receive real-time alerts for
investigation and to improve
internal monitoring systems
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WHAT TYPES OF GENERAL
EVENTS ARE MONITORED?
REAL-TIME RISK ALERTS CAN EVALUATE MUCH MORE
THAN CRIMINAL DATA AND EMPLOYERS HAVE FULL
CONTROL OVER WHICH DATA SOURCES THEY USE.

CRIMINAL

CIVIL

FINANCIAL

LICENSES

• Warrants

• Bankruptcy

• Assets

• Bookings and
Charges

• Liens

• Deeds

• Professional
Licenses

• Foreclosures

• Business Status

• Trial and
Convictions
• Sex Offenders

• Judgements

GLOBAL
COMPLIANCE
• Sanctions

• Healthcare
Licenses

• Exclusions

• Specialty
Services

• Watch-Lists

• Disbarments
• Most Wanted
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WHAT TYPES OF HEALTHCARE
EVENTS ARE MONITORED?
CONTINUOUS WORKFORCE MONITORING INCLUDES THE
DATA THAT HEALTHCARE PROVIDERS NEED TO AVOID
LIABILITY AND KEEP THEIR LICENSES IN GOOD STANDING.
Healthcare Sanctions Monitoring
Includes who has been sanctioned in the healthcare field by both federal and
state licensing agencies. Search inclusive of more than 800 sources in 50 states.

National Practitioner Data Bank Alerts (NPDB):
Adverse actions against practitioners including licensure, clinical privilege and
professional society membership actions taken.

Adult & Child Abuse Registries Alerts:
Alerts of those individuals who have abusive behavior against adults or children.

OIG Sanctions Alerts:
Provides insight into patient abuse, loan defaults, Medicare and Medicaid fraud.

GSA Excluded Parties Alerts (EPLS):
Identifies individuals who have been included on GSA excluded parties lists.
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KEY BENEFITS OF

CONTINUOUS
WORKFORCE
MONITORING
FOR HEALTHCARE
9

PROVEN RESULTS
WHEN IT
MATTERS MOST

1

The FBI and select government agencies have relied on continuous
workforce monitoring tactics for over a decade to keep Americans
safe and to safeguard national security.
Continuous workforce monitoring has been consistently proven
effective in the ultimate zero-tolerance environment where any
oversight can lead to mass casualties. Healthcare providers can
relate to the importance of not overlooking a single potential
threat.
Recent advancements in technology now bring the effectiveness of
continuous workforce monitoring to the private sector at a cost and
administrative burden lower than traditional screening methods.

The first ever use of continuous workforce
monitoring was for flight school
attendees post 9/11.
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STOP INSIDER
THREATS BEFORE
THEY HAPPEN

According to Gartner analyst, Avivah Litan, about 80% of insider threats
can be caught by monitoring employees’ behaviors and the pressures
they face in their personal lives.
This means that most insider threats can be identified BEFORE they act
by monitoring public data about their personal lives.
Healthcare providers must manage risk because they cannot afford to
manage crises. Continuous workforce monitoring provides the
opportunity to eliminate risks before they become crises.

“About 80% of insider threats can be caught
using rules and monitoring employees’ behaviors
and the pressures they face in their personal lives.”
- Avivah Litan, Gartner
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SAVE TIME
AND MONEY
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There is typically a trade-off between cost and effectiveness, but sometimes disruptive
technological advancements can deliver solutions that cost less and are more effective.
Continuous workforce monitoring uses cloud technology, data analytics, and thousands
of real-time data integrations to provide 24/7 monitoring without any significant
implementation or maintenance.
The automation and scale of continuous workforce monitoring also makes it less
expensive than the periodic background screenings manually performed and managed
by many healthcare providers today.
By replacing traditional rescreening processes, providers can also save time and money
spent on reviewing reams of rescreening data. Continuous workforce monitoring allows
providers to focus on the issues instead of combing through full reports.

The average time to deploy continuous workforce
monitoring in an organization is 24 hours.
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PATIENT SAFETY
AT ALL TIMES

Monitoring employees who work in the hospital or corporate
headquarters is difficult enough, but organizations with employees that
work in patient homes or outside of an office have an additional
challenge. Such companies need an early warning system to keep
watch over employees operating without direct manager supervision.
Continuous workforce monitoring provides healthcare employers an
opportunity to identify potential problems before their patients notice.

It is not the patient’s responsibility to monitor an
organization’s employees. If a patient has to report
a bad action by an employee, that person may not
be a customer for long.
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TURN A COST CENTER
INTO A COMPETITIVE
ADVANTAGE

5

Continuous workforce monitoring can be an important differentiator
for service providers.
An organization that can assure customers that its workforce is
continually monitored has a clear advantage over one that can’t
make that promise.
For organizations with employees that visit patients’ homes or
provide vital services, you can bet that customers appreciate the
peace of mind provided by 24/7 employee monitoring.

Who would you choose to care for a loved one? An
agency that uses continuous employee screening or
one that only provides pre-hire screening?
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PROTECT THE
REPUTATION

It only takes a single event to do irreparable harm to brand
equity earned over years of effort. Legal expenses and lost
revenue can cripple even the largest enterprises.
The very existence of continuous workforce monitoring means
it is no longer feasible to claim ignorance about warning signs
in an employee’s life. Organizations have a responsibility to
take every reasonable effort to prevent insider threats and
courts and the marketplace will hold employers accountable.

The average cost per negligent
retention lawsuit is $1,000,750.

18

KEEP EMPLOYEES

SAFE
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Workplace violence, harassment, thefts, and employee negligence
pose serious threats to both the organization and its employees.
Workers have a right to a safe working environment and
companies have a legal and moral obligation to provide it.
Continuous workforce monitoring provides peace of mind to both
the employer and the employee.

Approximately 2 million workers a year are
affected by some form of workplace violence.
-OSHA (Occupational Safety & Health Administration)
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MEETING REGULATORY
COMPLIANCE
WITH EASE

Healthcare providers operate in a heavily regulated environment.
Failure to meet these regulations can lead to fines or the loss of
critical business licenses.
Healthcare providers need a way to reduce the administrative burden
of meeting regulations, while also establishing best of breed employee
monitoring.

Continuous workforce monitoring is the fastest, easiest, and most
cost-effective way to implement 24/7 monitoring of a workforce. It is
also an organization’s best chance to stop an insider threat BEFORE
the damage is done.

Every year more regulations are created in an effort
to fight insider threats, protect sensitive information,
and keep people safe.
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NOT JUST CRIMINAL DATA:
KEEP RECORDS
UP TO DATE
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Continuous workforce monitoring is also used to make
sure that key licenses and certifications are kept
current. This is particularly important in healthcare
where employees must maintain professional and
medical certifications.
A surprisingly common result of continuous workforce
monitoring is the discovery of deceased employees with
active access privileges. This is especially concerning in
healthcare where access to drugs or medical records
can have significant negative consequences to both the
provider and the patient.

One enterprise organization used
continuous workforce monitoring to
learn that 14 people with active access
privileges were actually deceased.
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ABOUT
Endera provides the industry’s first automated, real-time risk alert platform. Endera scans more than
20,000 federal, state and county public data sources to proactively alert organizations to potential
high-risk individuals within their workforce.
Our secure, easy-to-use, cloud-based platform, is available as an identity-based, monthly subscription
service, accessible from any web browser without any software for IT to install. Originally developed for
the federal government to help the FBI, post 9/11 and subsequently for the Department of Homeland
Security, Endera helps organizations detect and reduce insider risk and prevent potential workplace
fraud before it occurs.

Want to see exactly how Endera can help protect your
employees and your brand? Join us for a personalized demo:

https://endera.com/live-demo/
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