A GUIDE TO
MEASURING

INSIDER RISK
WHAT GETS MEASURED
GETS MANAGED

MEASURING INSIDER
THREAT RISK

Measuring risk is critical to
proactively managing insider
threats.

At Endera, we have spoken to hundreds of chief security
officers and senior leaders about their efforts to fight insider
threats. One of the most universally shared challenges is the
difficulty in measuring and tracking insider risk across the
organization.
Corporations and government agencies have spent billions
on insider threat technologies, but almost all of it has been
focused on hardening defenses and detecting attacks in
progress. So, how are organizations supposed to evaluate
their workforce and identify future threats before these
insiders take action?
This ebook provides a framework for identifying and
quantifying insider threat risk so that steps can be taken to
mitigate dangers before any attack occurs.

The ability to measure risk makes all insider
threat efforts more productive and efficient.
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Insider Attacks
Are Not Random
The foundation for measuring insider threat risk is the
understanding that insider actions are not random and that
warning signs precede actual attacks. Attacks only seem random
because important information was missed or unavailable prior to
the malicious act.
For every employee that seemingly “snaps”, there are almost
always facts that arise afterwards that could have been used to
stop the attack had they been known sooner. This is true for all
types of malicious insider threats, from fraud to violence.

With the right information, organizations
can identify high-risk employees and
mitigate threats before they do damage.

The key to measuring insider threat risk is understanding and
quantifying the predictive behaviors and factors that are
precursors to insider threat activity.
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3 COMPONENTS
OF RISK
In order to act, a malicious insider must have the following:
Perceived Pressure: Insider threats usually have some sort
of perceived pressure that motivates them to act.
Pressures can include financial difficulties, relationship
issues, health problems, or challenges at work with a boss
or coworker.

Pressure

Opportunity: An insider threat must have access to the
necessary elements required to execute their plan. For
example, employees cannot steal data they cannot access.
Capability: Anyone can commit an act of workplace
violence, but some types of insider threat activities, like
embezzlement
for
example,
require
advanced
understanding to execute.

Insider
Threat
Risk
Opportunity

Capability

The recipe for an insider threat is the
motivation to act, the opportunity to
succeed, and the capability to execute.
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EMPLOYEE ROLES
IMPACT RISK
Employee Role
Finance
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Opportunity

Capability
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Fraud

+

+

-

-

Physical
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-

+

-

Sabotage

+

-

+

-

Violence

+

+

+

+

Threat
Type

In order to assess opportunity and capability, organizations must
evaluate risk differently for each combination of employee role
and insider threat type.
For example, a marketing professional may not have the
capability to commit financial fraud, while a sales professional
may lack the opportunity to steal code.
By weighting risks based on the threat type and employee role,
organizations can measure risk in a much more meaningful way.
Taking employee role into consideration also helps employers
determine which alerts and issues are critical and which are just
noise.

A factory worker with severe personal
financial issues is not good, but a CFO with
the same problem is catastrophic.
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IDENTIFYING PRESSURE:
INTERNAL DATA
In the context of measuring insider threat risk, internal data does
not refer to IT system activity or physical security logs. These are
great sources of data for detecting insider threats already in
motion.
To identify risks of future insider threats organizations should
look for evidence of pressures in the workplace. Examples include
negative reviews, complaints, recent changes in employment
status, personal inflexibility, and any other concerning changes in
behavior noted by supervisors.
While internal data is a valuable input to measuring insider risk, it
cannot be solely relied upon. Supervisory efforts are highly prone
to human error and often warning signs are ignored because they
are considered “personal” in nature.

Training managers to identify and report
insider threat warning signs is a key part of
the risk measurement process.
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IDENTIFYING PRESSURE:
EXTERNAL DATA
More times than not the pressures that drive employees to
misbehave at work originate from outside of the office. Financial
stress, legal trouble, substance abuse, and relationship issues are
the types of massive pressures that cause people to change
behavior and act out at work.
Endera monitors over 20,000 data sources in real-time and sends
alerts to employers the instant there is an issue. Endera cost,
scalability, and automation make it possible for any size company
to identify and measure the pressures that lead to insider threats.
Endera allows users to monitor only data sources that are
relevant to a particular role and threat type, ensuring the perfect
balance between safety and privacy.

“About 80% of insider threats can be caught
using rules and monitoring employees’
behaviors and the pressures they face in their
personal lives”
- Avivah Litan, Gartner

CRIMINAL RECORDS
• Wants & Warrants
• Booking & Arrests
• Criminal History
• Sex Offender
FINANCIAL ACTIVITY
•

Bankruptcy & Foreclosures

•

Liens & Judgements

•

Lawsuits

•

Large Purchases

LICENSES & PERMITS
• Professional Licenses
• Driver’s Licenses
• Healthcare Licenses
• Concealed Weapons Permits
GLOBAL COMPLIANCE
• Sanctions
• Exclusions
• Watch Lists
• Politically Exposed Persons
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EXAMPLE OF HOW ENDERA
PRESENTS EXTERNAL ALERTS
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4 STEPS TO MEASURING
INSIDER THREAT RISK
1

2
3

4

DETERMINE TYPES OF THREATS TO MONITOR
Insiders present different types of threats based on the type of organization.

EVALUATE OPPORTUNITY AND CAPABILITY
For each type of threat, determine by employee role who has the opportunity and
capability to execute.

MAP INTERNAL AND EXTERNAL DATA TO THREAT TYPES
For each type of threat, determine the relevant data sources that identify
pressures that could cause an insider to act on that threat.

MEASURE QUANTITY AND SEVERITY OF ALERTS
When internal or external data identify pressures for employees with opportunity
and capability to take action move quickly to mitigate risk.
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RISK MITIGATION OPTIONS
Once an insider threat acts termination is often the only alternative. However, by identifying potential
threats before they act, employers can rapidly intervene and mitigate risks before they act.

1

2
3

OFFER COUNSELING
Depending on the situation, counseling may be the perfect way to help a person
out while retaining a valuable employee.

RESTRICT ACCESS
With an early warning, employers can remove the opportunity for an employee to
do damage while next steps are considered.

FOCUS MONITORING EFFORTS
Measuring insider threat risk makes insider threat detection efforts more effective
by focusing their monitoring on the most likely threats.
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MEASURE AND ANALYZE RISK
LIKE NEVER BEFORE
The ability to identify employees with pressure, opportunity, and
capability make insider threat risk reporting possible.

% INDIVIDUALS ALERTED –
EMPLOYEES VS. CONTRACTORS

PROPORTION OF EMPLOYEES
ALERTED BY CATEGORY AND TENURE
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REAL-TIME
RISK ALERTS
AN OVERVIEW OF HOW MONITORING
EXTERNAL DATA WORKS
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HOW REAL-TIME
RISK ALERTS WORK
No IT Implementation ● No Maintenance Burden ● No Increase in Expenses

Load employee roster into Endera

Endera provides 24/7 scanning
of 20,000 external sources

Receive real-time alerts for
investigation and to improve
internal monitoring systems
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WHAT TYPES OF EVENTS
ARE MONITORED?
THE EVENTS BELOW ARE JUST A SAMPLE. COMPANIES CAN CHOOSE
TO MONITOR VIRTUALLY ANY PUBLICLY AVAILABLE DATA SOURCE.
CLICK HERE TO SEE MORE DATA SOURCES.

CRIMINAL

CIVIL

FINANCIAL

LICENSES

• Warrants

• Bankruptcy

• Assets

• Bookings and
Charges

• Liens

• Deeds

• Professional
Licenses

• Foreclosures

• Business Status

• Trial and
Convictions
• Sex Offenders

• Judgements

GLOBAL
COMPLIANCE
• Sanctions

• Healthcare
Licenses

• Exclusions

• Specialty
Services

• Watch-Lists

• Disbarments
• Most Wanted

14

4 MAJOR BENEFITS OF
REAL-TIME RISK ALERTS
1

2
3

4

ACCURACY, BREADTH AND DEPTH OF DATA
100% matching accuracy, federal plus state and local data from all 50 states,
thousands of criminal, civil, and sanction data sources.

REAL-TIME LEARNING
Real-time risk alerts are sent to clients the instant they are made available by the
origin source.

EASE OF DEPLOYMENT AND USE
No IT resource requirement and the average time to deploy Endera in an
organization is 24 HOURS.

ENHANCED EMPLOYEE PRIVACY
Employers can choose which data sources they monitor, so they only see alerts
pertinent to an employee’s job and everything else remains private.
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ABOUT
Endera provides the industry’s first automated, real-time risk alert platform. Endera scans more than
20,000 federal, state and county public data sources to proactively alert organizations to potential
high-risk individuals within their workforce.
Our secure, easy-to-use, cloud-based platform, is available as an identity-based, monthly subscription
service, accessible from any web browser without any software for IT to install. Originally developed for
the federal government to help the FBI, post 9/11 and subsequently for the Department of Homeland
Security, Endera helps organizations detect and reduce insider risk and prevent potential workplace
fraud before it occurs.

Want to see exactly how Endera can help protect your
employees and your brand? Join us for a personalized demo:

https://endera.com/live-demo/
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